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End-User License Agreement (EULA)

This guide and the use of Centerity software is subject to Centerity’s End-User License Agreement
(EULA). A copy of Centerity’s EULA can be found here.
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1. About This Guide

This Centerity Monitor User Guide describes how to operate the Centerity Monitor system as a
user. For administrative operation use the Centerity Admin Guide.

Before You Begin

This manual assumes that you have installed the Centerity Monitor software and logged into the
web console as described in the Centerity Monitor Installation guide. For installation guide please
click here.

Audience

This User-Guide is intended for NOC / system administrators who are responsible for the daily use
of the Centerity system.

Centerity | www.centerity.com


http://www.centerity.com/
https://s3.amazonaws.com/supportcenterity/wp-content/uploads/2020/03/04194653/Centerity_Monitor_Installation_Guide_V5_03_20.pdf

e "]

Cenlerity

2. Technical Support Page 7

2. Technical Support

For technical support, contact Centerity at:

Email (EMEA): support@centerity.com

Email (US): support us@centerity.com
Phone (EMEA): +972 (0)9-765-8080
Phone (U.S.): +1 (339) 225-6064 (EXT: 1005)

Or contact your local Centerity partner.

Check our website (http://www.centerity .com) for additional information and most updated
technical information.

Under the support section you can find information including how-to documents, solution packs,
certified plugins and more.

With any support contact please provide the following information:

e License version

e Server’s configuration and operating system, including any OS patches that have been applied.
e Detailed description of the requires support assistance

e Relevant attachments such as error messages, memory dumps, compiler listings, and error logs
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3. Overview

Centerity Monitor - Introduction

Centerity Monitor is an enterprise class all-in-one IT and Business service management (BSM)
monitoring platform. Centerity provides in depth monitoring capabilities for a wide range of
technologies including Servers, Networks, DB, Applications, passive-equipment, Clouds, SAAS and
much more while simplifying all aspects of network and IT management as well as information
flow, and enhanced business performance.

NEXT GENERATION BSM st b
e BUSINESS SERVICE me"
MANAGEMENT (BSM)

» Real time health views of business processes
» Ancilyzs problems in any service
component layers

» Advanced reports for predictive
and trend anclysis.

» USER EXPERIENCE

+ Centralize alerts &reportsforuser
axpetence synthetfic transcctions

+ Real time notifications

APPLICATION

« Operating systerrs, Applications, Services,
Processes, Syslogs ete.

« Databases - standard RDBAMS, Unix) Linusx
SQL SAP HANA, Hadoop, DBZ etc.

NETWORKING
= WAN, LAN, IP Troffic, VPNs
« VOIP monitoring (MMOS, QOS ete.)

* PHYSICAL

+ Network - switches, routers, firewaills,
locd balancers eto..

« Servers - Windows, Unix, Linux, AS400,

: Mo, VIAS,

CMIDB « Passive Bouiprnent - CRAC, UPS, Alanms

Aow Autornation Reports Maps &
Ancilysis Dashboard

Centerity Monitor Main Features

o Fast and easy deployment across large heterogenic networks.

e Multi-Tenant - Centerity enable multi-tenant management. Ideal for MSP's and organizations
with multiple entities and several stand-alone networks.

¢ All-In-One Unified and Comprehensive monitoring platform - a single Glass Pane for all
essential network information.

e Widest range of "out of the box" monitoring solution packs.

e Advanced Business Services Management (BSM) - In addition to the infrastructure monitoring
features, Centerity Monitor provides the most advanced tools to measure and analyze
business services SLA and user experience, monitoring.

Centerity | www.centerity.com
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e Most Advanced Features and Module — allincluded!

Assets management

Real-Time Layouts (unique feature for Centerity!)
Real-time Hyper-Maps

VMware Topology maps

User-Experience monitoring

Ticketing management including escalations

Repots Center

o Flexibility - In addition of hundreds of predefined best-practices monitoring templates and
solution packs for most Data-Center technologies, Centerity Monitor provides an easy way to
customize proprietary monitoring plug-ins within very short time and vendor independency.

Start Using Centerity Monitor

Log-in to CENTERITY MONITOR

Open Web-
Browser

Insert server IP
address

Type user-name

& Password use Monitor tab

Authentication and Permissions

Centerity Monitor installation includes 1 default read-only user:

Standard login user: user

Standard login password: user

Login to Monitor
Your Business

Cenierity

Username

Visit
to obtain support

Enter password...

Centerity | www.centerity.com
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4. General Overview

Centerity Monitor dashboard provides a global overview of the monitored items, helping users in
understanding, identifying problems and reacting immediately.

The Dashboard serves to improve the perception of IT across the enterprise. The ability to provide
critical information and reporting across the business in a transparent and accountable manner
will build trust and confidence. This, in turn, leads the IT department.

Cenlerity
=3l Monitor
7. DASHBOARD
L) o tx 0
Dashboards
(@) BUSINESS SERVICES
Availability Ll Health Links
(=] evenT consoLe
Hosts Metrics Hosts Metrics
® outaces
- « 60 0 60
B \ Y n
25 HOST GROUPS
[0l REPORTS 9%" = 9& - - 92% . ©
Health Health
)
A MAPS 3
L 100 0 100
H
! SYSTEM =
= - ok @ Critical
3 » ADD-ONS @ Down Warning @ Unknown v A @ v 2?2 e
© & ® Pending 9 1 o o 7% 14 4 0 0
@ asout
Host Groups Status BSM Status
Host Group Host Availability Metric Availability BSM Name Status Availability
Apolication_Servers 100.00% 75.00% Supermaria - Pricing Update WARNING o 65.38%
s i il oY Sensors cRmicaL — 6923%
P 00048 il Web Application on Hyper-Converged CRITICAL —-— 75.26%
uS_Servers 100.00% 94.74% s exiinG o 77.60%
o1 10000% ssasn
m vakai camcaL — 7515%
Unux-Serv #7.50% s211%
et oT2 amcaL — 7979%
Monitor-Servers 10000% 96.30%
VRail-HC1 WARNING —-— 31.39%
Network-Devices 100.00% 70.00%
VeRall-HCI3 WARNING — 52.95%
Nonfy 100.00% 87.50%
Al Branches WARNING — 2331%
Routers 100.00% 95.35%
SuperConverged WARNING s #7
storage-Equipment 100.00% 231
Switches 100.00% 71.43%
Virtualizason 10000% ss8e%
VxRaill 100.00% 95.06%

Centerity Monitor Dashboard

1. Availability Charts: The current state of host and service availability.

2. Graph Selection ltal : Select a graph view for the OK / Warning / Critical / Unknown /
Pending events in the last hour, Instead of the availability chart.

Health: Metric and host current health percentage compared to the entire system.
Links: Other system pages: Maps, BSMs, Hyper-Map, Event-Console.
Host Group Status: Availability percentage for all host group.

BSM Status: Availability percentage for all business views.

N o v &~ W

Critical Metrics Selection:

Centerity | www.centerity.com
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[ H
a. "™ View Metric Problem: Displays most critical events in the system.

am
b. % Multi View: Displays host and metric availability in host groups and service views.
c. n Maps: Displays selected system maps.
d. » Show Incidents: Displays host and metric incidents, with incident summary.

The settings page is accessible from the Centerity main Dashboard:

Cenierity

From the setting page, any user can control its Dashboard configuration. In addition, for a local
authentication system, any user can change its password.

Account Settings

User Name: admin

Description: Default Admin User

Change Password: sessennnnn _ Very Strong
Retype Password: sessssnsns

Configuration Settings

Main Page: Dynamic Dashboard w

loT ~ Preview

Event Console

The event console displays all current system events. All events can be sorted by host, metric,
status, duration, etc.

Centerity | www.centerity.com
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Last
Host (4| Metric o Duration | 4 p formati
ad.centerity.com L WINDOWS i 23/05/2017, 2w 5d 14h 3/3 WABNING: page file: Total: 8G - Used: 6.83G (85%) - Free: 1.16G (15%) >
[Memory 21:31:48 46m 18s warning
Page]
¥ Apache_Web_Server APACHE Ll 23/05/2017, 2d 16h 49m 3/3 APACHE_BYTESPERREQ WARNING - 755.361 BytesPerReq, 155.361 over
[bytes per 21:30:49 55s warning threshold
request]
23/05/2017, 5w 2d 14h 3/3 WARNING - load average: 17.63, 17.72, 17.71
LINUX ™
NO SSL 21:33:07 20m 40s
R [Load Avg]
CenterityRouter2.centerity.com @ STATUS 23/05/2017, 7h 10m 48s 3/3 CRITICAL - Interface: 2, Status: down(2) Status does not match. [crit: 1]

al
[GigabitEthernet0/0] 21:30:12

¥ CenteritySW1 @ INTERFACE Ll 23/05/2017, 1w 6d 8h 56m 3/3 CRITICAL. Discards in: 0 [0], Discards out: 0 [0], Errors in: O [68470), Errors
[FastEthernet0/13] 21:31:29 38s out: 0 [0], Status: down(2), Traffic in Avg: 0 B/s (0.00%) [6470405387],
Traffic out Avg: 0 B/s (0.00%) [445446357540] REASON: 22
@ INTERFACE Ll 23/05/2017, 3h36m42s 3/3 CRITICAL. Discards in: 0 [0], Discards out: 0 [22], Errors in: O [4], Errors
[FastEthernet0/1] 21:33:08 out: 0 [0], Status: down(2), Traffic in Avg: 0 B/s (0.00%) [47581409343],
Traffic out Avg: 0 B/s (0.00%) [687570597566] REASON: 22
@ INTERFACE Ll 23/05/2017, 1w 6d 9h 9m 3/3 CRITICAL. Discards in: 0 [0], Discards out: 0 [0], Errors in: O [1], Errors out:
[FastEthernet0/3] 21:33:17 48s 0 [0], Status: down(2), Traffic in Avg: 0 B/s (0.00%) [86941266194], Traffic
out Avg: 0 B/s (0.00%) [499284674648] REASON: 22
@ INTERFACE Ll 23/05/2017, 1d2h1m21s 3/3 CRITICAL. Discards in: 0 [0], Discards out: 0 [17643], Errors in: 0 [0), Errors
[FastEthernet0/5] 21:28:37 out: 0 [0], Status: down(2), Traffic in Avg: 0 B/s (0.00%) [2072893044],
Traffic out Avg: 0 B/s (0.00%) [450441714218] REASON: 22
@ INTERFACE Ll 23/05/2017, 1w 6d 8h 58m 3/3 CRITICAL. Discards in: 0 [0], Discards out: 0 [0], Errors in: O [4268], Errors
[FastEthernet0/7] 21:29:13 58s out: 0 [0], Status: down(2), Traffic in Avg: 0 B/s (0.00%) [2103889376],
Traffic out Avg: 0 B/s (0.00%) [443560371244] REASON: 22
@ INTERFACE Ll 23/05/2017, 1w 2d 7h 44m 3/3 CRITICAL. Discards in: 0 [0], Discards out: 0 [0], Errors in: O [1], Errors out:
[FastEthernet0/8] 21:29:35 35s 0 [0], Status: down(2), Traffic in Avg: 0 B/s (0.00%) [1591568332], Traffic

»

out Avg: 0 B/s (0.00%) [453287156338] REASON: 22
The events table is divided into the following columns:

Host: The host name for which the event occurs.

Metric: The event metric name and its status (OK/Warning/Unknown/Critical).
Last Check: The date and time of the last executed check.

1

2

3

4. Duration: The current state duration.

5. Attempt: The current attempts to check the service (the limit is defined by admin).
6

Information: The metric output describing the event problem.

™

7. Graphs: Clicking on the Graph Icon will navigate to the metric daily graph:

Centerity | www.centerity.com
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11S_Server - WINDOWS [Diskspace C:] # @B D

20980.8IMB

19073 48MB.

17188.14MB.

15258.70MB

13351 44MB.

11444 00ME.

0536.74MB

T629.39MB

5722 05MB

3814.70MB

1907.35MB

0.00
06 AM Tue 23

T - T - T - - T - 7 11— 71— 71T 1

06 AM 00 AM 12PM 03 PM 06 PM 09 PM Tue 23

M Total Disk Space 18978.12MB  18378.12M8B
B Used Disk Space: 14591.22M8  Avg: 14591.22MB Max: 14591.22MB Curr: 14591.22MB
Used Disk Space Percent: 76.00%

dally (Mon May 22 12:37:20 2017-Tue May 23 21:37:20 2017

The top row in the even console, includes filter sets. Each user has individual filter sets:

Filter By: Metric.
Filterby Y Metric Status Y || byName v | Select v || Stote Y My Filter Sets v

Metric Status: Filter by current metric status.
By Name / Select: Filter by metric name.

State: Filter by Downtime / Acknowledge / Checks Enabled / Notifications Enabled state.

Filter By: Host.

Filterby Y Host Status v || byName v | Select v My Filter Sets v

Host Status: Filter by current host status.

By Name / Select: Filter by host name.

My Filter Sets v Reset Filters

My Filter Sets: Previously saved filters.

Reset Filters: View console with no filters.

Centerity | www.centerity.com
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Hosts and Metrics

Host: A physical or virtual server, workstation or device that resides on the network.

Metric: A KPI (Key Performance Indicator) that is monitored on a host.

Host | 4 Metric

ad.centerity.com = WINDOWS |otad
[Memory
Page]

4.4.1 Host States

Centerity Monitor does not execute host checks on regular basis; rather, it depends on the
metrics assigned to the host being checked. If any metrics change state to critical / warning, the
monitor executes a check to determine host availability.

There are four different states available for Host Checks:

e Down: The host is not responding.

¢ Unreachable: The host is unreachable for the system due to a network outage.
e Up: The host is reachable.

¢ Pending: The host has not been checked yet.

4.4.2 Metric States

Metric Checks are either executed actively on a regular basis or submitted passively by an
external command interface. The metric checks are instructions for the monitor server to execute
specific plug-ins and collect information regarding the metric monitored.

There are five different states available for Metric Checks:

e Critical: The metric check responded with a value that is within the critical level.

¢ Warning: The metric check responded with a value that is within the warning level.
¢ Unknown: The metric does not respond correctly, or it is misconfigured.

e OK: The metric check is within the ok thresholds.

¢ Pending: The metric has not been checked yet.

Centerity | www.centerity.com
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5. Host-Group and Host Management

In addition to the regular monitor menu you can switch to the Tree View, which will display a Host-
Group, sorted view. Host Groups are presented in the hierarchy view.

m ©
O]

+

Application_Ser
Big-Data
Citrix_5>ervars
Database-Servers
DC_Servers

Generic Host group

Hardware

Host Group Management

By clicking any of the host-groups, the page will be redirected to the host-group page:

rs

Hosts Groups >  Windows-Servers

Host Group: Windows-Servers Select Host Group ~

» Windows-Servers Group Information

¥ Hosts Members 8

Name Metric's Numbers Avallability Last Check

@ ad.centerity.com =] 8 87.5% 5/23/2017 21:56:47
€ Citrix_XenApp_6.5 =l a1 100.09% 5/23/2017 21:53:24
@ Citrix_XenDesktop_5.5 ... @ 29 100.0% 5/23/2017 21:53:30
© Exchange_2013 L] 61 96.7% 5/23/2017 21:55:02
© 1IS_Server - 19 94.7% 5/23/2017 21:54:22
@ Mssal @ 23 91.3% 5/23/2017 21:54:43
© User_Experience L] 1 100.0% 5/23/2017 21:51:54
@ VBlock-Vision - 38 97.4% 1/1/1970 02:00:00

¥ Availability
Host Metric

- up m ok
 100% m down Health L 97% warning
m unreachable = critical
m unknown

1. Host Info:

a. Group Information: Displays any Host-Group information and comments on that host
group.

Centerity | www.centerity.com
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b. Host Members: Displays host metric availability.

c. Availability: Graphically displays the hosts and metrics health under the current host

group, based on the host and metric status.

d. Sub Groups: Displays subgroup availability under the current host group.

e. Statistics: Displays current availability and current events on host.

f. Alerts: Displays hosts and metrics that aren't available / scheduled to be down.

Map: Displays host-group hyper-map:

HOST INFO “ ACTIONS STATUS

Actions:

Windows-Servers
6 IS_Server VBlock-Vision

& =

Exchange 2013

©)

Citrix_XenDesktop_5.5
G (= Citrix_XenApp_6.5
User_Experience <) -

L:,J\

MSsaL

ad.centerity.com

Centerity | www.centerity.com
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HOST INFO wiAP m STATUS

Host Group Commands

Host:
“[ SCHEDULZ DOWNTIME FOR ALL HOSTS
’n‘~, ENABLE NOTIFICATIONS FOR ALL HOSTS

2\ DISABLE NOTIFICATIONS FOR ALL HOSTS

Metric:

[;] SCHEDULZ DOWNTIME FOR ALL METRICS
ENABLE NOTIFICATIONS FOR ALL METRICS
J/\ DISABLE NOTIFICATIONS FOR ALL METRICS

/7  ENABLE CHECKS OF ALL METRICS

;/ DISABLE CHECKS OF ALL METRICS

a. Host:

5. Host-Group and Host Management Page 17

i. Schedule downtime for all hosts: Schedule downtime on the selected host-group.

ii. Enable notifications for all hosts: Enable notifications for all hosts on the selected host-

group.

iii. Disable notifications for all hosts: Stop host notifications on the selected host-group.

b. Metric:

i. Schedule downtime for all metrics: Schedule downtime on the all metrics in the

selected host-group.

ii. Enable notifications for all metrics: Enable notifications for all metrics on the selected

host-group.

iii. Disable notifications for all metrics: Stop metric notifications on the selected host-

group

iv. Enable checks of all metrics: Enable checks for all metrics on the selected host-group.

v. Disable checks of all metrics: Disable checks from executing for the selected host-

group.
4. Status:

Displays all hosts checks under that host group

Centerity | www.centerity.com
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HOST INFO MAP ACTIONS STATUS

Filter by Y Host Status ~ || by Name Y | Select v My Filter Sets ~ | Reset Filters L= IR 3
Host |4 Metric Last Check |+ Duration | +| Attempt  Information
¥ ad.centerity.com % @ ACTIVE DIRECTORY SERVICE [Active i 23/05/2017, 3w2d 6h1im 13 oK
Directory Domain Services] 21:59:50 26s
@  ACTIVE DIRECTORY SERVICE [Active W 23/05/2017, 3w2d6him7s 173 oK
Directory Web Services] 22:00:10
@ 115 SERVICE [1IS Admin Service] W 23/05/2017, 3w2d6h47s 173 oK
22:00:29
€ 115 SERVICE [World Wide Web W 23/05/2017, 3w 2d 6h 28s 173 oK
Publishing Service] 22:00:47
& WiNDOWS [CPU Usage] i 23/05/2017, 3w 2d 6h 8s 1/3 NOW:
22:01:08 Mean:0.000000%
Variance:
0.000000%
CUMULATIVE:
Mean:0.000000%
Variance:
0.000000%
@ WiNDOWS [Diskspace C:] w 23/05/2017, 2w5d11h51m  1/3 OK: C:: Total:
22:01:27 8s 79.9G - Used:
14.3G (17%) -
Free: 65.6G (83%)
(b WINDOWS [Memory Page] | 23/05/2017, 2w5d15h17m  3/3 WARNING: page
v 22:01:48 23s file: Total: 8G -
Used: 6.83G (85%)
- Free: 1.17G

(15%) > warning

Host Management

By clicking on a host name, the page redirects to host management page:

€ Hosts Groups > ind Servers > ad. ity.com

== ad.centerity.com & o

m METRICS COMMANDS INVENTORY TICKETS GRAPHS

Host State Informations Monitoring
Host Name: K ity.

ad.centerity.com . Active Checks 8
Description: Active directory server
1P Address: 192.168.200.202 palive hanis 0
Host Status: up
Node: Node 1 - Metrics 8
Status Information: PING OK - Packet loss = 0%, RTA = 0.47 ms
Last Status Check: 2017-05-23 22:01:47 Host Groups: Windows-Servers, Monitor-Servers
Status Data Age: 0d Oh 3m 56s
Last State Change: 2017-04-30 16:03:30
Current State Duration: 23d 6h 2m 13s
Last Host Notification: Reports Informations
Current Notification Number: 0
Is This Host Flapping? [} @ View Status Detail
Percent State Change: 0.00
Is Problem Acknowledge? NO {23 View Last 24 Hours Alert History
In Scheduled Downtime? -

NO G View Last 24 Hours Summary
Last Update: 2017-05-23 22:01:51
Host Checks: ENABLED Gé View Last 24 Hours Availability Report
Host Notifications: ENABLED " oo

ﬂ View Notifications

Event Handler: ENABLED =
Flap Detection: ENABLED

Centerity | www.centerity.com
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1. Host Info: Displays host state information, metric statistics, availability data and a reporting
option:

a. View Status Detail: Redirects to host events.

b. View Last 24 Hours Alert History: Generate history report on the host for the last 24-
hours.

c. View Last 24 Hours Summary: Generates a Summary report for the host for the last 24-
hours.

d. View Last 24 Hours Availability Report: Generates availability report on the host for the
last 24-hours.

e. View Notifications: Displays all metric notifications generated from the host.

2. Metrics: Displays all host checks:

HOST INFO m COMMANDS INVENTORY TICKETS GRAPHS

Filterby Y Host Status v by Name Y | Select v My Filter Sets ~ Reset Filters o9t
Host | 4 Metric Last Check =z
¥ ad.centerity.com % @ ACTIVE DIRECTORY SERVICE [Active i) | 2302017, 3w 2d 6h 19m 13 OK
Directory Domain Services] 22:19:49 18s
€  ACTIVE DIRECTORY SERVICE [Active w 23/05/2017, 3w 2d 6h 18m 13 oK
Directory Web Services] 22:20:10 59s
@ 1S SERVICE [iis Admin Service] Ll 22234252/;017, 339w 2d 6h 18m 173 oK
120, s
@ 1S SERVICE [World Wide Web ™ 23/0.5/2017: 3w 2d 6h 18m 1/3 oK
Publishing Service] 22:20:47 20s
€ wiNDOWs [CPU Usage] il 22;42.54;017. 3w2déh18m  1/3 Nrr;\a:o s
Variance:
0.000000%
CUMULATIVE:
Mean:0.000000%
Variance:
0.000000%
@ wiNDOWs [Diskspace C:] al 22;42'52/5017, 2w 5d 12h 9m 1/3 7&3»(9: Gc LT,::‘
14.3G (17%) -
Free: 65.6G (83%)
| gmge: | g e[ e
Used: 6.83G (85%)
- Free: 1.16G

(15%) > warning

Centerity | www.centerity.com
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3. Commands:

HOST INFO METRICS m INVENTORY TICKETS GRAPHS

Host Commands

Host:
5/
[€2)
£
=

b4
P2

Metric:
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DISABLE CHECKS

DISABLE NOTIFICATIONS

DELAY NEXT HOST NOTIFICATION

SCHEDULE DOWNTIME

DISABLE EVENT HANDLER

DISABLE FLAP DETECTION

DISABLE NOTIFICATIONS FOR ALL METRICS

ENABLE NOTIFICATIONS FOR ALL METRICS

SCHEDULE AN IMMEDIATE CHECK OF ALL METRICS

DISABLE CHECKS OF ALL METRICS

ENABLE CHECKS OF ALL METRICS

a. Host:

Disable checks: Disable the host checks.
Disable notifications: Disable host notifications.

Delay next host notification: Delay next host notification in minutes.

iv. Schedule Downtime: Schedule host downtime.

v. Disable event handler for this host: Prevents Centerity Monitor from running the
host event handlers on the selected host.

vi. Disable flap detection for this host: Disable flap detection for the selected host.

b. Metric:

i. Disable notifications for all metrics: Disable metric notifications.

ii. Enable notifications for all metrics: Enable notifications.

iii. Schedule an immediate check for all metrics: Schedule the next check of all metrics
on the selected host. When selecting “force check” option, the Monitor will force a
check of all metrics on the host regardless of what time the scheduled checks occur
and whether checks are enabled for those metrics.

iv. Disable checks of all metrics: Disable active checks of all metrics.

v. Enable checks of all metrics: Enable active checks of all metrics.
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4. Inventory: Displays inventory information regarding the host such as: IP-address, OS,
processes, services etc.

HOST INFO METRICS COMMANDS m TICKETS GRAPHS

GENERAL ’ General Information
BUSINESS SERVICES . L
Alias: Active directory server
SYSTEM IP Address: 192.168.200.202
Host Type: Windows_WMI
HARDWARE
Host Template: generic-host
METRICS ey
PROCESSES Host Checks: Enabled
Notifications:
SOFTWARE

Monitor Server:

Scan Date: Fri May 19 01:10:10 2017

Technical Information

Operating System: Microsoft Windows Server 2008 R2 Enterprise
Host 1D:

Serial:

Product 1D: 00486-237-8557631-84786

Mandatory Services:
Optional Services:
Software:

Software Licenses:

Centerity Agent: Centerity Monitor Agent version 1.5.4 Windows x&4

UNote: Inventory requires a scan for Agent/WMI/VMware Inventory or any custom invent-
ory.

5. Tickets: Centerity Monitor includes a minimal built-in ticketing system. It allows documenting
and submitting information regarding specific hosts.
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HOST INFO METRICS COMMANDS INVENTORY m GRAPHS

Ticket Management

Search Q Filter By: Owner ~ Status ~ Date = v View Reset Filters
Title Description Status Creation Date Privilege Owner O o
& sof Closed 15/05/2017 14:39:18 Edit admin O

When clicking on the "+" sign, a new ticket opens.

New Ticket

Host Name: ad.centerity.com
Assigned To: Available Contacts Selected Contacts
Title: 1
admin < >
Description: 4 centerity_support_team
centerity_view
dbuser
pe: Note N
Status: Open v Assigned To Available Contact Groups Selected Contact Groups
Contact admin_users
thn Group: -, i
Priority: tow, S DB-Admins < >
GPA_Group
Time Created:  23/05/2017 22:30:57 Lara-GA
Maxim

Last Update:  23/05/2017 22:30:57

a. Title: The title for the ticket.

b. Description: The description for the ticket.

c. Type: Incident / Note.

d. Status: Open / Closed / Ongoing.

e. Priority: Low / Medium / High / Urgent.

f. Assigned to: Users who can view/edit the ticket.

g. Assigned to Contact Group: Contact groups that can view/edit the ticket.

6. Graphs: This page displays all graphs associated with the host — double click will navigate to
metric graphs page with extended graph history.
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6. Metrics

By clicking on a metric name, the page redirects to metric management page:

€« Hosts Groups > ind

Servers > ad.

ity.com

> WINDOWS [Memory Page]

Wil WINDOWS [Memory Page]

6. Metrics Page 23

m COMMANDS INVENTORY TICKETS GRAPHS
Metric Informations Monitoring
Metric Name: WINDOWS [Memory Page] Metric Type Windows Agent Monitoring

Host Name:

Description:

)
@
Service] @ Check Command agent_windows_memory_page
Metric Status: WARNING
Status Information: WARNING: page file: Total: 8G - Used: 6.83G 0 CheckCommand.Data  80X190%
(85%) - Free: 1.16G (15%) > warning @ Check Period 24x7
Current Attempt: 3/3
State Type: HARD Q Check Interval 5 Intervals [1 = 60 seconds]
Last Check Type: ACTIVE @ Contact Groups admin_users, view_group, users
Last Check Time: 2017-05-23 22:36:48
Status Data Age: 0d Oh 4m 58s

Next Scheduled Active Check:

ad.centerity.com

1IS SERVICE [World Wide Web Publishing

2017-05-23 22:41:48

Metric Template

Latency: 1 second
Check Duration: 0 seconds Reports Informations
Last State Change: 2017-05-04 06:47:33

Current State Duration:

19d 15h 54m 13s

3

generic-service

o

Last Metric Notification: 2017-05-04 06:53:34 il  View Host Information

Current Notification Number: 0 Q View Host Status Detail

Is This Metric Flapping? 0

Percent State Change: 0.00 [?3, View Last 24 Hours Alert History
Is Problem Acknowledge? NO (E/ View Last 24 Hours Summary

In Scheduled Downtime? NO

UO View Last 24 Hours Availability Report

Last Update: 2017-05-23 22:41:41

Metric Checks: ENABLED Q View Notifications
Passive Checks: DISABLED e

Metric Notifications: ENABLED

Event Handler: ENABLED

Flap Detection: ENABLED

1. Status: Displays metric state information, metric statistics, availability data and a reporting
options:

a. View Host Information: Redirects to host management.
b. View Host Status Detail: Redirects to host events.

c. View Last 24 Hours Alert History: Generate history report on the metric for the last 24-
hours.

d. View Last 24 Hours Summary: Generates a Summary report for the metric for the last
24-hours.

e. View Last 24 Hours Availability Report: Generates availability report on the host for the
last 24-hours.

f. View Notifications: Displays all metric notifications generated from the host.
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2. Commands:

METRIC INFO m INVENTORY TICKETS GRAPHS

Metric Commands

ONLINE TEST TOOL
DISABLE CHECKS OF THIS METRIC

RE-SCHEDULE THE NEXT CHECK OF THIS METRIC

START ACCEPTING PASSIVE CHECKS FOR THIS METRIC

.

> B X ©

ACKNOWLEDGE THIS METRIC PROBLEM

DISABLE NOTIFICATIONS FOR THIS METRIC

(\Vv,
L t

3]

DELAY NEXT METRIC NOTIFICATION

SCHEDULE DOWNTIME FOR THIS METRIC

DISABLE EVENT HANDLER FOR THIS METRIC

X W [

DISABLE FLAP DETECTION FOR THIS METRIC

a. Online Test Tool: Tests the check command.
b. Disable checks for this metric: Disable the metric checks on the metric.
c. Re-schedule next check of this metric: Schedules an immediate check for this metric.

d. Start accepting passive checks for this metric: Appears when passive checks are
disabled. Enables passive checks.

e. Submit passive check result for this metric: Appears when passive checks are enabled.
Submit a faux check result.

f. Stop accepting passive checks for this metric: Appears when passive checks are enabled.
Disables passive checks.

g. Acknowledge this metric problem: Displayed only when the metric is in a non-OK state.
Allows acknowledging the problem and type in a comment. The comment is sent out as a
notification and will be displayed in System € Acknowledgement.

h. Disable notifications for this metric: Disable notifications on the metric.
i. Delay next metric notification: Delay next host notification (minutes).
j.  Schedule downtime for this metric: Schedule downtime on the selected host.

k. Disable event handler for this metric: Prevents running the metric event handlers on the
selected metric.

|. Disable flap detection for this metric: Disable flap detection for the selected metric.
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3. Inventory: Displays metric detailed information, if defined.

METRIC INFO COMMANDS m TICKETS GRAPHS

Metric Details

Threshold: W oso 80-90 [ 290-100
Software: Windows Server

License:

Expiration:

Manufacturer: Microsoft Corporation

Manufacturer URL: https://www.microsoft.com/en-us/

Purchased:

Contact info:

Comments:

6. Metrics Page 25

Tickets: Centerity Monitor includes a minimal built-in ticketing system. It allows to document

and submit information regarding specific metrics.

Ticket Management

Search Q Filter By: | Owner Status ~

Title Description Status Creation Date Privilege

No data available in table

When clicking on the "+" sign, a new ticket opens.

e View ~ Reset Filters

Owner O o

New Ticket

Host Name: ad.centerity.com
Service Name:  WINDOWS [Memory Page] Assigned To: Available Contacts
1
Title:
admin
centerity_support_team
Description: g, centerity_view
dbuser
Type: Note ¥
Assigned To Available Contact Groups
Status: Open € Contact admin_users
Group: DB-Admins
Priority: tow - GPA_Group
Lara-GA
Time Created:  23/05/2017 22:53:27 Maxim

Last Update: 23/05/2017 22:53:27

a. Title: The title for the ticket.

b. Description: The description for the ticket.
c. Type: Incident / Note.

d. Status: Open / Closed / Ongoing.

e. Priority: Low / Medium / High / Urgent.
f. Assigned to: Users who can view/edit the ticket.

Selected Contacts

Selected Contact Groups

g. Assigned to Contact Group: Contact groups that can view/edit the ticket.
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7. Business Services

Business Service Views are an effective approach for managing Information Technology (IT) from
the perspective of the business. They can increase business value through better management of

IT and processes. Centerity Monitor can build a logical map containing layers of components such
as network, web services, databases, storage, etc.; then, Centerity Monitor calculates the Metric
utilization overall and for every component layer.

Business Service Management (BSM) leaves no stone unturned. Business services, activities,
processes, transactions, etc. are understood from the business user's perspective, internally and
externally. In their terms, their language and their performance expectations, while understanding
the impact on their jobs, productivity, goals and objectives, SLAs, etc.

Monitor =» Dashboard =» Business Services: Displays all active Business Services in the system:

Cenierity
—3l Monitor H
i oasneoaro Business Services = B
BUSINESS SERVICES >
() outaces
55 HOST GROUPS
|afl  REPORTS
Ak Mars
o SYSTEM
] Web Applicationon ... 1 VxRail-HCI3 1 VxRail-HCI SuperConverged 1
» ADD-ONS ® 60

5 Q_\

ABOUT

B 4 ’
T

100
0 60
20 9 1,‘ 80 20 80 80
Heaith he.'m Nlmh anlh
o 1

Detailed BSM information

Clicking on any of the Business Services will display more detailed information and drill down to
the business service issues:
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1. Service Levels: This view will display all levels in the business services, allowing to drill down
to the problem using the button next to the name of the business service. The status column
indicates issues with each level.

93,

Health

+ Business Service

¥

Applications

¥

Compute

¥

Database

¥

Network

¥

Storage

Thresholds: Warning: Critical: 80%

EVENTS HYPERMAP GRAPHS

State

® 06 &

100%

75%

94%

100%

96%

Duration ‘Weight
5w 54m 11s 20%

20w 5d 18h 48m

388 20%
0s 20%
5w 56m 30s 20%
9w 2d 18h 56m 20%

7s

2. Events: Displays all current metric events on the business service.

2 93%

Health

80

Thresholds: Warning: Critical: 80%

SERVICE LEVELS m HYPERMAP GRAPHS

Metric

Host |+

Cisco_UCS

Cisco_UCS

Database_Oracle

Database_Oracle

HANA_DB

Netapp01

3

UCS API [blade status] B
UCS API [power status] 08w
ORACLE [invalic-objects] Bw
ORACLE [switch-interval] B w
HANA [Alerts] 8w
NETAPP ONTAP CLUSTER [netapp alarms] B w

Duration

20w 5¢ 18h 48m
38s

20w 5d 18h 48m
38s

11w 4d 2h 27m 5s

11w 4d 3h 1m 16s

11w 4d 14h 18m
425

9w 2d 18h 56m 7s

Output

CRITICAL, Blade: sys/chassis-1/blade-3 -
operState: unassociated

Blade: sys/chassis-1/blade-4 - operState:
unassociated

Blade: sys/chassis-1/blade-2 - operstate:
unassociated

Blade: sys/chassis-1/blade-1 - operState:
unassociated

Blade: sys/chassis... read more

CRITICAL, No Powers were found... read more

CRITICAL - 19 invalid objects... read more

CRITICAL - Last redo log file switch interval
was 669 minutes... read more

INDEX=[], ALERT_ID=[33], ALERT_RATING=[4],
ALERT_DETAILS=[Database does not support
point-in-time recovery as current log mode is
overwrite.], TOTALS: INDEX=[], ALERT_ID=[33],
ALERT_RATING=[4], ALERT_DETAILS=[Database
does not support point-in-time recovery

a... read more

netapp1-02/n2_aggrO_root/aggregate_used
95%, netappl-
01/n1_aggrl_1200g_int/aggregate_used 96%,
netapp1-01/n1_aggrO_root/aggregate_used
95%... read more

3. Hyper Map: Displays an automatic BSM hyper-map with all levels and metrics:
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(ToggleAll) (Expand " Minimize)
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0 UCS API [blade status]
o UCS API [chassis status]
; 0 UCS API [adaptor unit status]
Applications 100%
o UCS API [processor temperature]
0 UCS API [fan status)
(%)PinG
(%) ucs AP [board status]
G UCS API [power status]

Compute 75%

Cisco CMS 92%@

(%) TRAFFIC [GigabitEtherneto/o]

® ok TRAFFIC [GigabitEthernet0/0/2]
warning Network 100% o TRAFFIC [Backplane-GigabitEthernet0/3]

® critical Storage 96% G TRAEFIC [GigabitEthernet0/0/1)

: ::::l:!::m Database 94% @ o TRAFFIC [GigabitEthernet0/0/3]

4. Graphs: All available BSM metric graphs:

SERVICE LEVELS EVENTS MAP HYPERMAP m

Generate Report

CenteritySW1 - CISCO [CPU Load) B2
a. From/To: Select the time-period of the graphs:
From: QM To: QM Report Type: |Side by Side A Generate Report

b. Report Type:
i. Side by side: Displays all graphs separated.

ii. Combined Graph: Displays a combined graph with a deselect option for unwanted
metrics.
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8. Root Cause Analysis

Centerity Monitor can detect breakdowns and outages of hosts. To do so, admins need to
implement a Parent/Child relationship for every host that is monitored in the system or run a
topology scan. Based on the relationships, Centerity Monitor will know which host affects which
and can calculate the breakdowns more accurately.

BUSINESS SERVICES

Name State Duratien Hosts Affected Mesrics Affected Links

The Network Outages view is accessed from Monitor € Outages.
1. Name: Name of the host causing the network outage.

2. State: State of the host.

3. Duration: How long has the outage been happening.

4. Hosts Affected: Number of hosts affected by the outage.
5

Metrics Affected / Business Service Affected: Number of metrics / business service affected
by the outage.

6. Links: Perform various actions and view reports on the specific outage:
a. Map “ : Displays outages map.
b. Availability “ : Displays last 24-hours availability report for this host.

c. History © : Displays last 24-hours history report for tis host.
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9. Status Map

A network diagram is important to visualize problems in the network. Centerity Monitor provides 3
types of map:

1. Hyper Map
2. Topology map
3. Live Network map

The Hyper Map and Topology map will be created automatically based on hierarchy definition ant
parent-child relationship in the topology scan.

Visual Layouts - Hypermap

Under Monitor =2 Maps =2 Hyper Map on the top right.

The Hyper map provides dynamic and interactive network layout. By default, all hosts that are
defined in the system will be presented in the hyper map.

ot
[Refresh: 16]

Centerity Monitor Hypermap

‘emo-Cent0S.5.4x64 Docker

@ @ ad2.centerity.com

VBlock-Visigfonitor-Servers

-
ar Netapp01
LCD_Display

Demo-Cent0S.4.8x64 -_— Nutanix

ServiceNow @ 5= @
@ OpenStack

< Storage-Equipment
ad. AFRMHRAFHE-Cenios 432 Monitor Lieox-Servare Amazon_EC2
™ 11S_Server
O @ . L MssaL Stabase_MySQL @
Virtualization
Integration b Exchange_2013 G Cinidity Sanor G
@ @ Windows-Server. gy
Demo-Tomcat-Cent0S5.5x33), | racle. OB-EN 4.4.6)(32@ ‘“D
@ @ 11S_Servers Proxy-Node
VxRail1 Database_Oracle @
- Citnix_XenDesktop_5.5
‘ =) 0 =«
Centerity  appiication_Servers - .
'omcat
htS oximity_Sensor
Quanta @ Lo, e Linux_SuSE e
(O = - (=)
Apache_Web_Server HANA_DB
O Generic-Hoshgrbuegrk-Devices G
Notify @ @ Barometric_Sensor
v -
L) Cisco_UCS Temperature_Sensor G ’

-~

Elasticsearch
- Hadoop Q
Citrix_Servers ) @ Steet_Lamp  Sound_Sensor
Database-Servers @ (| 3] ) B=
Hardware - Q

User_Experiance

PostgreSGL
Motion_Sensor
-
Citrix_XenApp_6.5 ©
Switches
Cisco_ACI
LetsPretendThisisAWindowsMachios - CenterityRouter2.centerity.com
- CenteritySW1 @
® e
MapR Big-Data P
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Topology Map

Under Monitor =2 Maps =2 Topology Map on the top right.

The topology map provides real-time indication about problems with the metrics in every host on
the map. In the topology-map page, the map name can be changed, the map can be merged with
another map, show the last 10 scans and set the primary map.

®@00®

2 X
2 3 &8
> 2 L 88
% 2% 82
g % % S ng
e B 3 B2 CenterityRouter2 centerity. com
5, 0%
79, > .=
2 %Y., B .
’69250 % @
2,168 35, <75
022 * 192168200248
192,168,200 2
N [©) 192.168.200.246 =
192.168200213 # CenteritySW1 D 20,
= 192 164 5
w022 5 00,250
168 4 s %2
\a2 A 68,
S . 79 <00 .
A Vg '. %, 6 ¢
@ S g aw® e, Yy
& @ TEe S ae. B <0
o TSIz 3
I YRR S % %
& F5838%% 0
& \: g 3 -1 “Oré > 192.168.200.201 @
£ § 8 B
S

192.168.200.244 =

Maps Dashboard

Displays all custom maps created by admins:

4?1 DASHBOARD

B
Ma ps Search Q | Hyper Mop Topology Map = m
@J BUSINESS SERVICES
[E] event consoLe Brazil_Regioes cl Cisco_Hana Cloudistics
() ouraces _k ‘
= PPEL
£ HOST GROUPS - = 21 L

|otll  REPORTS

A Maes >

SYSTEM

EinVered_Site HLR1 loT1 VxRail-Environment
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Visual Layouts — Maps Views

Displays all maps views created by admins:

M a ps Search Q Hyper Map Topology Map E 0
Map Name |+ Description Slide Interval Refresh Interval
Slideshow Demo Slideshow Dema 1 20s s
Slideshow Demo 2 Slideshow Dema 2 155 120 s
< 1 > of 1 Map views per page 100 %
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10. Reports

Reports Options

Centerity Monitor provides wide range of professional built-in reports. Each report can be saved
as excel, pdf or generated in HTML format.

Ce_niE'ity =Nt

Monitor i Reports

DASHBOARD

Select Report v~ Saved Reports

Reports

BUSINESS SERVICES

EVENT CONSOLE

OUTAGES

HOST GROUPS

i)
=
®
o

[soll REPORTS

A MAPS
r SYSTEM
[f’@ » ADD-ONS
ABOUT

SLA

Display the total
availability of the selected
object/s over a selected
time frame.

SNMP Traps

Display, filter and search
the full SNMP trap history
received.

Uptime

Display the total uptime
duration of any object/s.

10.1.1 SLA Report

Display the total availability of the selected object/s over a selected time frame.

Event Levels

Display host event average
and states in a calendric
view.

Syslog Events

Display, filter and search
the full syslog history
received.

Usage Summary

Display a summary for each
metric or business service,
divided by levels, including
level failures and the effect
on other levels in the
business service.

History

Display event information,
historical states and details
for any object/s in the
system.

Summary

Display top, less and recent
alerting hosts and metrics
of the selected object/s
criteria.

Utilization

Display and compare
top/less queried values per
metric profile.

The report wizard includes the following options:

Inventory

Display all available
inventory information
collected on hosts - such as
0S information, hardware
information, software and
more.

Charts

Display, zoom-in and
browse graph history of
multiple objects.

Inventory Summary

Display different inventory
categories and calculate
how much identical
components are found in
the environment.

Trends

Display and graph the top
10 queried values based on
the selected metric profile
and hosts.
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SLA Report Type: Hosts v (| YO
Available Q Selected
ad.centerity.com < >
ad2.centerity.com
Amazon_EC2 « >

Apache_Web_Server

Barometric_Sensor

(O Display Raw Log information & Display Extended Report (@ Display Selected List

SLA Report Options

Period: Last Hour v Assume Initial Host State: (& Current State v Ignore Scheduled Downtime: (&
Time Period: None v Assume Metric State: (4 Current State v Calculate Metric Uptime: 4
State Types: Hard/Soft States v Assume States During Program Downtime: &

Select Report Type Save Report

1. Perspective type: there are 4 options for this report. In each one - select the object from the
left box and use the arrow to move into the right box.

a. Host / Metric/ Group:
i. Host/Hosts availability
ii. Metric / Metrics availability
iii. Host group availability
iv. Business Service availability (BSM)
b. Profile Perspective: Allows availability by selected metric profile:
i. Metric: Displays the metric profile within hosts.

ii. BSM: Displays the metric profile within business services.
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® Metric

. . o
Metric Profile: PING v Q
O Bsm
Available Q Selected
G ¥ ity.com ¢ 3 Apache_Web_Server
PING PING
CenteritySW1 & o Centerity
PING PING
Cisco_UCS
PING
(O Display Raw Log information [ Display Extended Report [ Display Selected List
SLA Report Options
Period: Last Hour v Assume Initial Host State: Current State v Ignore Scheduled Downtime: [
Time Period: Nane w Assume Metric State: Current State w Calculate Metric Uptime:

State Types: Hard/Soft States  ~ Assume States During Program Downtime: [

Select Report Type A Generate Report Save Report

Display Raw Log information: Displays event history log.

Display Extended Report: Displays time duration of downtime as well as availability
percentage.

Display Selected List: Display/Don’t display the host list in a PDF export.

Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

c. Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected
above.

d. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected above.

2. Report Time-Period: What Schedule Time-period the report is created for.

Ignore Scheduled Downtime: The report will ignore any scheduled downtime on the
host/metric.

Calculate Metric Uptime: The report will display current uptime for this host.

Assumed Initial Host State: If there is no information about the host or metric in the
current log file, Centerity Monitor can assume status of the host/metric. Default value
is “Current State”.

3. Assume Metric State: If there is no information about the host or metric in the current log
file, Centerity Monitor can assume status of the host/metric. Default value is “Current State”.

State Type: A problem is classified as a SOFT problem until the number of checks has reached

the configured max check attempts value (Default: 3). When max check attempts are reached,
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the problem is reclassified as HARD and Centerity Monitor will send out a notification about

the problem. SOFT problems do not result in notifications.

5. Assume States During Program Downtime: If Centerity Monitor is not running for some time
during a report period this will assume states for hosts and metrics during the downtime.

Example of “Last 7 Days BSM” report:

S LA Re p O rt Select Report ~ Saved Reports

SLA
Start Time: Tue May 16 23:40:19 2017 End Time: Tue May 23 23:40:19 2017
Host States: CURRENT_STATE Metric States: CURRENT_STATE

Business Services: &

Average Metric Availability

(v) oK 93.28%
@ cRTcAL  574% oo SRR
WARNING 0.99%

© unknvown  0.00%
Total Metrics:105
HOST METRIC oK
Netapp01 NETAPP ONTAP CLUSTER SNMP [failed disks] 100.00
Netapp01 NETAPP ONTAP CLUSTER SNMP [failed fans] 100.00
Netapp01 NETAPP ONTAP CLUSTER SNMP [failed power supplies] 100.00
Netapp01 NETAPP ONTAP CLUiTOEr:eS-I:IOVtI:’EIIIQgicaI interfaces at 100.00
Netapp01 NETAPP ONTAP CLUSTER SNMP [node health] 100.00
Netapp01 NETAPP ONTAP CLUSTER SNMP [NVRAM battery status] 100.00

10.1.2 Event Level Report

Period: last7days

W ok

B critical

B unknown
warning

WARNING CRITICAL UNKNOWN

The event level report shows period averages and host events in calendric view.

1. Perspective type - there are 4 options for this report. In each one - select the object from the

left box and use the arrow to move into the right box.
a. Host / Metric /Group:

i. Host/Hosts averages

ii. Metric/Metrics averages

iii. Host group averages

iv. Business Service averages (BSM)
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b. Profile Perspective: Allows averages by selected metric profile:
i. Metric: Displays the metric profile within hosts.

ii. BSM: Displays the metric profile within business services.

HOSTS / METRICS / GROUPS PROFILES PERSPECTIVE

v Yo

Event Levels Report Type: Hosts

Available Q Selected

ad.centerity.com
ad2.centerity.com
Amazon_EC2
Apache_Web_Server
Barometric_Sensor

[0 Display Raw Log information (@ Display Extended Report [ Display Selected List

Event Levels Report Options

Period: This Year v Assume Initial Host State: @ | Host Up v Ignore Scheduled Downtime: &

Time Period: None v Assume Metric State: & | Metric 0k v Calculate Metric Uptime: 4

Select Report Type @ A Generate Report Save Report

iii. Display Raw Log information: Displays event history log.

iv. Display Extended Report: Displays time duration of downtime as well as availability
percentage.

v. Display Selected List: Display/Don’t display the host list in a PDF export.

c. Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

i. Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected
above.

ii. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected
above.

iii. Report Time-Period: What Schedule Time Period the report is created for.

iv. lgnore Scheduled Downtime: The report will ignore any scheduled downtime on the
host/metric.

v. Calculate Metric Uptime: The report will display current uptime for this host.

vi. Assumed Initial Host State: If there is no information about the host or metric in the
current log file, Centerity Monitor can assume status of the host/metric. Default value
is “Current State”.
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Assume Metric State: If there is no information about the host or metric in the
current log file, Centerity Monitor can assume status of the host/ metric. Default value

is “Current State”.

Event Levels Report

Event Levels

Start Time: Sun Jan 1 00:00:00 2017
Host States: UP

Hosts: @

Average Hosts Event Levels UP

JAN FEB

Host: Apache_Web_Server

January

up 41
DOWN 49
PENDING 0
© UNREACHABLE 0

April

10.1.3 History Report

Select Report ~

MAR

Saved Reports

End Time: Tue May 23 23:41:18 2017

AUG SEP ocT

NOWV DEC

Period: thisyear

Metric States:

APR MAY JUN JuL

February March
up 41167
No Events Were Found DOWN 48736
PENDING 0
0O UNREACHABLE 0

May

The history report presents detailed information about historical states of any element in the
system with several of options. This report can be saved as PDF and to be sent automatically by

email.

1. Perspective type - there are 4 options for this report. In each one - select the object from the
left box and use the arrow to move into the right box.

a. Host / Metric /Group:

iv.

Host/Hosts event history

Metric/Metrics event history

Host group event history

Business Service event history (BSM)

b. Profile Perspective: Allows history report by selected Metric profile:
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Metric: Displays the metric profile within hosts.

BSM: Displays the metric profile within business services.

Re pO rtS ‘ H IStO ry Select Report v Saved Reports

HOSTS / METRICS / GROUPS PROFILES PERSPECTIVE

History Report Type: Hosts v [|1Y®

Available

Q Selected

ad.centerity.com

ad2.centerity.com

Amazon_EC2

Apache_Web_Server
Barometric_Sensor

[ Display Raw Log information (& Display Extended Report 2 Display Selected List

History Report Options

Period: Last Hour v Alerts: All Alerts - Hide Process Messages: (&
State Types: Hard/Soft States Host Alert Types: & Up & Down [& Unrechable Hide Notifications: &
Sort By: @ Time Q Host Metric Alert Types: & Ok & Warning [ Critical [ Unknown

Select Report Type @ B> Generate Report Save Report

V.

Display Raw Log information: Displays event history log.

Display Extended Report: Displays time duration of downtime as well as availability
percentage.

Display Selected List: Display/Don’t display the host list in a PDF export.

c. Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

vi.

vii.

Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected
above.

End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected
above.

State Type: A problem is classified as a SOFT problem until the number of checks has
reached the configured max check attempts value (Default: 3). When max check
attempts are reached, the problem is reclassified as HARD and Centerity Monitor will
send out a notification about the problem. SOFT problems do not result in
notifications.

Alerts: Host alert/metric alerts.
Host Alert Types: The host alert types that will be displayed in the report.
Metric Alert Types: The metric alert types that will be displayed in thereport.

Hide Process Messages: Hides all process messages.
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&~ Reports > History > History Report

H | Sto ry Re p O rt Select Report ~ Saved Reports

History
Start Time: Tue May 23 11:44:23 2017 End Time: Tue May 23 23:44:23 2017 Period: last12hours
Host States: up,down,unreachable Metric States: ok,warning,critical,unknown

Hosts Groups: @

History Data
@ VBlock-Vision VCE VISION [disk] SOFT
S 05/2.3/?017 SERVICE ALERT
12:12:12 (Service check timed out after 60.01 seconds)
@ vBlock-Vision VCE VISION [processor unit] SOFT
S 05/2.3/2017 SERVICE ALERT
12:12:12 (Service check timed out after 60.01 seconds)
@ vBlock-Vision VCE VISION [control station] SOFT
S 05/2.3/?017 SERVICE ALERT
121522 (Service check timed out after 60.01 seconds)
@ vBlock-Vision VCE VISION [power supply bay] SOFT
S 05/2.3/?0217 SERVICE ALERT
12:12:2 (Service check timed out after 60.01 seconds)
& VBlock-Vision VCE VISION [dme] SOFT
S 05/2.3/3017 SERVICE ALERT
12:12:32 (Service check timed out after 60.01 seconds)
@ vBlock-Vision VCE VISION [psu] SOFT
S 05/2.3/?017 SERVICE ALERT
12:12:32 (Service check timed out after 60.01 seconds)
@ VBlock-Vision VCE VISION [switch] SOFT
S 05/2.3/?017 SERVICE ALERT
12:12:32 (Service check timed out after 60.01 seconds)
& VBlock-Vision VCE VISION [rack] SOFT
S 051/2212:217 SERVICE ALERT

(Service check timed out after 60.01 seconds)

10.1.4 Inventory Report

Inventory report shows all available inventory information on hosts — such as OS information,
hardware information, software details and more. This report depends on inventory scan, hosts
that were not scanned properly will appear blank.
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HOSTS / METRICS / GROUPS

Inventory Report Type: Hosts v

Available Q Selected

ad.centerity.com < >
ad2.centerity.com

Amazon_EC2 «
Apache_Web_Server

Barometric_Sensor

[ Display Raw Log information (@ Display Extended Report [ Display Selected List

inventory Report Options

m CUSTOM REPORT SEARCH REPORT

Toggle All Options (o) Software Info: (J {3 Administrative Info: (& ,'_‘ Processes Info: [J

L] General Info: & ::1 Hardware Info: & i~/ Services Info: 1l System Info: &

Select Report Type @ A Generate Report Save Report

1. Report type: there are 2 options for this report. In each one - select the object from the left
box and use the arrow to move into the right box.

a. Host/Hosts inventory
b. Host group inventory
Display Raw Log information: Displays event history log.

Display Extended Report: Displays time duration of downtime as well as availability
percentage.

Display Selected List: Display/Don’t display the host list in a PDF export.
Report Categories:
a. General Information: IP address, host type, group and alias.

b. Administrative Information: All general information, topology, OS information,
monitoring information, hardware supplier information and any user defined information.

c. Metrics Information: All metrics on the host and their state.

d. Software Information: All programs installed on this host.

e. System Information: System, domain, hardware, OS and location details.

f. Hardware Information: Bios, processor, memory, disks and network details.

g. Process Information: Running processes on the host.
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Allows you to select specific information you want from the host such as: OS Name, Domain,

Allows you to define a search for a specific detail such as software, serial number, etc.

@ ad.centerity.com
¥ Disk

2. Custom Report:
Host ID, etc.
3. Search Report:

N Disk Type
Removeable
A Disk
Local Disk
c
Local Disk
D
Compact Disc
F:
Network
Host Network information
-
ad.centerity.com Device Mac Address.
00:0C:29:71:0D:39
Intel(R)
PRO/1000
MT
Network
Connection

er By: @ Local Disk [ Compact Disc

Disk Description System
3 1/2 Inch Floppy (null)
Drive
Local Fixed Disk NTFS
Local Fixed Disk NTFS
CD-ROM Disc (null)
Name 1P Address

AD

Disk Size

0 (™8]

8e-08 [M8]

1e-08 [M8]

0[m8]

& Network Drive

Free Space

0.00
me]

0.00
™8]

0.00
[m8]

0.00
[mg]

(192.168.200.204,192.168.200.202,fe80::b5bc:c668:970:b906)

10.1.5 Inventory Summary Report

& Removeable Di¢%

_ -
]

Subnet

(255.255.0.0,255.255.0.0,64)

Summary inventory report can display how much of a certain software is installed on the
environment, operating system etc. This report depends on inventory scan, hosts that weren't

scanned properly will appear blank.

Centerity | www.centerity.com


http://www.centerity.com/

Cenierity

HOSTS / METRICS / GROUPS

Inventory Summary Report Type: Hosts M
Available Q Selected
ad.centerity.com L4 >

ad2.centerity.com
Amazon_EC2
Apache_Web_Server

« »

Barometric_Sensor

O Display Raw Log information [ Display Extended Report [ Display Selected List

inventory Report Options

Available Selected

05 Name

05 Version < >
05 Build Number

05 Build Type

05 Service Pack

Select Report Type A

10. Reports Page 45

Generate Report Save Report

1. Report type: there are 2 options for this report. In each one - select the object from the left

box and use the arrow to move into the right box.

a. Host/Hosts inventory

b. Host group inventory

Display Raw Log information: Displays event history log.

Display Extended Report: Displays time duration of downtime as well as availability

percentage.

Display Selected List: Display/Don’t display the host list in a PDF export.

Select various settings for your report.

2. Custom Report:

Allows you to select specific information you want from the host such as: OS Name, Domain,

Host ID, etc.

3. Search Report:

Allows you to search for a specific detail within all hosts, such as software, serial number, etc.
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€ Reports > Y y > Y Y Report
Inventory Summary Report Select Report v | | Saved Reports

Inventory Summary

Total Hosts: 0

Hosts: @

Windows-Servers Group

Product Information Summary

Product Name 3 i . Product Vendor Amount |
Version |

7
VMware Tools 9.4.5.1598834 VMware, Inc. 4
Citrix Group Policy Management (x64) 1.5.0.0 Citrix Systems, Inc. 3
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729 Microsoft Corporation 3
Centerity Monitor Agent for Windows 1.5 x64 1.5.4 Centerity LTD. 3
Microsoft SQL Server 2008 Setup Support Files 10.1.2731.0 Microsoft Corporation 3
SQL Server 2008 R2 Common Files 10.50.1600.1 Microsoft Corporation 2
WIinRAR 4.10 beta 4 (64-bit) 4.10.4 win.rar GmbH 2
Citrix Host Snaplin 5.1.0.192 Citrix Systems, Inc. 2
Microsoft SQL Server 2008 R2 (64-bit) - Microsoft Corporation 2
Sql Server Customer Experience Improvement Program 10.50.1600.1 Microsoft Corporation 2

Microsoft SQL Server System CLR Types (x64) 10.50.1600.1 Microsoft Corporation 2

10.1.6 SNMP Traps Report

SNMP Traps Report will display all SNMP trap history. It allows searching within the trap history
and time period selection.

SNMP Traps Report Options

Search: Hosts ~ | Enter Keywords...
Period: Last Hour ~
Status: .
Unspecified v
Status Name Severity Time Host MiB Information

No data available in table

1. Search: Allows searching within the SNMP traps history, by this criterion:

a. Search by hosts, metrics, MIB name, output and severity.
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c. Search by keywords
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2. Report Time-Period: What Schedule Time-Period the report is created for.

Click "Search" to display the report.

SNMP Traps Report Options

Search: Hosts v | Enter Keywords...
Period: Al Time v
Status: Unspecified v
[ search
Status Name Severity Time Host
@ oK coldStart - 19/12/2016 18:35:49 192.168.100.60
@ ok coldStart - 19/12/2016 18:30:0

10.1.7 Syslog Report

Information

A coldStart trap signifies that the SNMP entity,

A coldStart trap signifies that the SNMP entity,

Syslog Report Displays all syslog history and allows search and log filtering within the history.

Syslog Events Report Options

Period: Last Hour v Severity: - All Severities - ~
Status: Unspecified v Facility: -- All Facilities -~
Search: Hosts v Enter Keywords...

Status Severity Facility Time

Mo data available in table

Information

1. Search: Allows searching within the syslog history, by this criterion:

a. Search by hosts, metrics and output.

b.  Search by status — Ok/Warning/Critical/Unknown.

c. Search by keywords
d. Search by syslog facility.

e. Search by severities — critical/alert/debug etc.
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2. Report Time-Period: What Schedule Time Period the report is created for.
Click "Search" to display the report.

Syslog Events Report Options

Period:

Status

Search:

All Time

Unspecified

Hosts

Status
@ CRITICAL
@ ok
@ CRITICAL
& ox
@ criTICAL
® ox
& CRITICAL
@ CRITICAL
@& CRITICAL

@ CRITICAL

“ Severity: -- All Severities —

v Facility: -- All Facilities -- v

v Enter Keywords...

Severity Facility

info

info

info

info

info

info

info

info

info

info

localo

locald

locald

localo

localo

localo

localo

localo

localo

localo

10.1.8 Summary Report

Time

28/12/2016 11:26:48
28/12/2016 11:26:48
28/12/2016 11:26:36
28/12/2016 11:26:36
28/12/2016 11:25:46
28/12/2016 11:25:46
28/12/2016 10:31:38
28/12/2016 10:27:50
28/12/2016 10:26:32

27/12/2016 18:26:7

syslog

syslog

syslog

syslog

syslog

syslog

syslog

Information

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

csacsacsaasa

Generic reports about host and metric alert data, including alert totals, top alert producers, etc.

STANDARD REPORT HOSTS / METRICS / GROUPS

Summary Report Options

Period:

Top Alerters:

Report Type:

Select Report Type

Last Hour v
Top Alert Producers v

& Hosts Metrics

2 MEE

1. ReportTypes:

a.

Number of Alerts:

Standard report - Uses all hosts.

b. Custom report — Customize hosts.

25

PROFILES PERSPECTIVE

2. Report Period: Choose from a set of predefined report periods or choose “CUSTOM REPORT

PERIOD” and specify Start and End date.

a.

Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected.

b. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected.
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3. Top Alerters: Choose the report:
a. Top alert producers — Displays top 10 alert producers.
b. Less alert producers — Displays bottom 10 alert producers.
c. Most recent alerts — Displays most recent alerts.
4. Report Type: Display host alerts or metric alerts.

5. Number of alerts: The limit of alerts to display.

Summary
Start Time: Tue May 23 00:05:17 2017 End Time: Wed May 24 00:05:17 2017 Period: last24hours
Metric States: Ok, Warning, Critical,
Host States: Up, Down, Unreachable
Unknown
Hosts: @
Hosts: Top Alert Producers
No hosts found
Metrics:
Top Alert Producers Events
" Database_Oracle
[ ORACLE [sga-dictionary-cache-hit ratio] ]
Database, I
N w2 _Orac.e ) ) 16
[ ORACLE [sga-library-cache-hit ratio] ]
” 43 Centerityswi 3
2 [ INTERFACE [FastEthernet0/1] ]
= 44 CenterityRouter2.centerity.com 2
9 i S B 7 3 [ STATUS [GigabitEthernet0/0] ]
Database_Oracle
#5 = : 2
[ ORACLE [engqueue-contention] ]
Host Metric Last State Events
o Total Events: 26 s ] 50.00% OK
ORACLE [sga-dictionary- OK [Tue 22:31:21 23-05-
- Database_Oracle - i
cache-hit ratio] 2017] OK: 13 WARNING: 13 CRITICAL: 0 UNKNOWN: 0
. Total Events: 16 s a 43.75% OK
ORACLE [sga-library-cache- OK [Tue 17:52:41 23-05-
- Database_Oracle 3 %
hit ratio] 2017] oK:7 WARNING: 4 CRITICAL: 5 UNKNOWN: 0

10.1.9 Charts Report

Charts report can display graph history in a selected time-period.
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Charts Report Type: Hosts v | Yo
Available Q Selected
ad.centerity.com <

ad2.centerity.com
Amazon_EC2
Apache_Web_Server
Barometric_Sensor

(O Display Raw Log information (& Display Extended Report (& Display Selected List

Charts Report Options

Period: Last Hour v

Select Report Type Generate Report Save Report

1. Perspective type - there are 4 options for this report. In each one - select the object from the
left box and use the arrow to move into the right box.

a. Host / Metric /Group:
i. Host/Hosts graphs
ii. Metric/Metrics graphs
iii. Hostgroup graphs
iv. Business Service graphs (BSM)
b. Profile Perspective: Allows availability by selected metric profile:
i. Metric: Displays the metric profile within hosts.
ii. BSM: Displays the metric profile within business services.

Display Raw Log information: Displays event history log.

o

d. Display Extended Report: Displays time duration of downtime as well as availability
percentage.

e. Display Selected List: Display/Don’t display the host list in a PDF export.

f. Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

i.  Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected.
ii. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected.
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Host: II5_Server

Metric: PING

i v g T v T T T
0420 0425 0430 0435 ) 04:d5 0450 0455 05FM 0505 0510 0515

WRTA Q72 Avg: 0.72 Min:0.24 Max: 0.24 Curr: 0.28
WPktloss 0.00  Avg: 0.00 Min: 0.00 Mac: 0.00 Curr: 0.00

10.1.10 Trends Report

Trends report displays a top 10 list of metric alerts, and a graph that compares the same metric
profile on different hosts.

= Reports  * Trends

Re po rts . Tre n dS Select Report ~ Saved Reports

PROFILES PERSPECTIVE

Metric Profile: WINDOWS [Memory Page] ~ | Q
Available Q Selected
od. centerity.com £ 3

Citrix_XenApp_6.5

Citrix_XenDesktop_5.5 €« »
Exchonge_2013
ns_Server
Trends Report Options
Period: Yesterday b
Dato Sources: total: (¥ used: [W used_percent: W

SI— p—

1. Select which Metric profile you wish to compare.
2. Select the hosts that monitor this metric profile.

3. Select various settings for your report:
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a. Select Data Sources: This depends on the report analyzers for the metric, if there isn't an

analyzer that fits this metric check, no data sources will appear, and you will not be able to
generate a report.
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b. Report Period: Choose from a set of predefined report periods or choose “CUSTOM

REPORT

PERIOD” and specify Start and End date.

i. Start Date: Specify Start Date if “CUSTOM REPORT PERIOD” was selected above.

ii. End Date: Specify End Date if “CUSTOM REPORT PERIOD” was selected above.

Trends Report

Start Time: Wed May 17 00:00:00 2017

Profile: WINDOWS [Memory

Centerity Trends

total

26 GB -

2460

End Time: Wed May 24 00:00:00 2017

Page] Amount of Data Sources: 3

Pericd: Last 7 Days

Amount Checks Found: &

2268

0GB -

18 GB -

1668

14 GB =

12 GB~

0GB

4GB —

e

£ G

268

T T T T T T T
Wed 17 12PM Thu 18 Sart 20 12PM May 21 12PM

T T T T
Man 22 e Tue 23 12 PM

T T T T T T T T
Wed 17 12PM Thu 18 12PM Sart 20 12PM May 21 12PM

WII5_Server Lotal Curr: 6 GB Min 6 GB Max 6 GB Avg 6 GB

B Exchange 3013 total Curr: 16 GB Min 16 GB Max 16 GB Avg 16 GB
=} Pus!gre’%m total Curr: B GB  Min 8 GB Max 8 GB Avg B GB

[ ad_centerity.com total Curr: 16 GB  Min 16 GB Max 16 GB Avg 16 GB
B Citrix_Xendpp_6.5 total Curr: 24 GB Min 24 GB Max 24 GB Avg 24 GB
B Citrix_XenDesktop 5.5 total Curr: 6 GB Min 5 GB Max 5 GB Awvg € GB

T T T T
Man 22 e Tue 23 12 PM
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10.1.11 Uptime Report

Shows the uptime of host groups, metric groups, hosts and metrics during a selected period of

10. Reports Page 53

time.
HOSTS / METRICS / GROUPS PROFILES PERSPECTIVE
Uptime Report Type: Hosts v | YO
Available Q Selected

od.centerity.com
o0d2.centerity.com
Amazon_EC2
Apache_Web_Server
Barometric_Sensor

(O Display Raw Log information & Display Extended Report @ Display Selected List

Uptime Report Options

Period: Last Hour v Time Period: None v Ignore Scheduled Downtime: &
Assume Host State: up v Assume Service State: OK v Coleulate Metric Uptime: =~
Select Report Type m A D Generate Report Save Report

1. Perspective type - there are 4 options for this report. In each one - select the object from the
left box and use the arrow to move into the right box.

a. Host / Metric /Group:
i. Host/Hosts uptime
ii. Metric / Metrics uptime
iii. Host group uptime
iv. Business Services uptime (BSM)
b. Profile Perspective: Allows uptime by selected Metric profile:
i. Metric: Displays the Metric profile within hosts.
ii. BSM: Displays the Metric profile within business services.
c. Display Raw Log information: Displays event history log.

d. Display Extended Report: Displays time duration of downtime as well as availability
percentage.

e. Display Selected List: Display/Don’t display the host list in a PDF export.

2.  Uptime Report Options:

a. Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

i. Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected.
ii. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected.
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b. Report Time Period: What Schedule Time Period the report is created for.

c. lIgnore Scheduled Downtime: The report will ignore any scheduled downtime on the

host/ metric.

d. Calculate Metric Uptime: The report will display current uptime for this host.

e. Assumed Initial Host State: If there is no information about the host or metric in the
current log file, Centerity Monitor can assume status of the host. Default value is “UP”.

f. Assume Metric State: If there is no information about the host or metric in the current
log file, Centerity Monitor can assume status of the metric. Default value is “ OK”.

Uptime Report

Uptime

Select Report ~

Start Time: Sun May 21 00:20:28 2017

Host States: UP

Hosts:

Top 10 Hosts

100

75

50

25

ed2.centerity.com

Hosts Uptime Average

Host Name

& adl.centerity.com

@ Amazon_EC2

@ ad.centerity.com

@ Apache_Web_Server

Metric Uptime Average

IP Address

192.168.200.201

54.85.156.213

192.168.200.202

192.168.100.58

Saved Reports

End Time: Wed May 24 00:20:28 2017 Pericd: last? Zhours

Metric States: OK

Amazon_EC2 ad.centerity.com Apache_Web_Server
Uptime Duration Uptime Ratio
3d IS 100.00%
3d I 100.00%
3d I 100.00%
3d I 100.00%
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This report is recommended for Metric groups (BSMs), it displays all usage summary for each
Metric group divided to Level, and it displays all level failures and their effect on the other levels
in the Metric group.

HOSTS / METRICS / GROUPS PROFILES PERSPECTIVE

Usage Summary Report Type: Business Services ~ | Yo %

Available Q Selected

Branch € ¢ X Cisco CMS
Branch D

EinVered_HLR

lioT Sensors

lioT2

(O Dpisplay Raw Log information @ Display Extended Report @ Disploy Selected List

Usage Summary Report Options

Period: Last Hour v Assume Metric State: = Current State d Ignore Scheduled Downtime: (&
Time Period: None v State Types: Hard/Soft States Show Extended Information: ()
Use State Value os [OK]: ([ Warning: = 50 % O Ccritical: 0 % [ Unknown: | 100 %

Show Stack Graph: O

Select Report Type A D Generate Report Save Report

1. Perspective type - there are 4 options for this report. In each one - select the object from the
left box and use the arrow to move into the right box.

a. Host / Metric /Group:

i. Metric / Metrics summary

ii. Business Service summary (BSM)
b. Profile Perspective: Allows availability by selected Metric profile:

i.  Metric: Displays the metric profile within hosts.

ii. Metric Group: Displays the metric profile within business services.
c. Display Raw Log information: Displays event history log.

d. Display Extended Report: Displays time duration of downtime as well as availability
percentage.

e. Display Selected List: Display/Don’t display the host list in a PDF export.
2. Select the Metric or Metric Group for the report.

a. Select various settings for your report.
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b. Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

c. Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected
above.

d. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected above.

e. Report Time Period: What Schedule Time Period the report is created for.

f. Ignore Scheduled Downtime: The report will ignore any scheduled downtime on the
host/ metric.

g. Show Extended Information: Gives a more detailed report, with smaller time period
statistics.

h. Show Stack Graph: Displays a stack for each part of the chosen business services
(available only for business services).

3. Use State Value as [Ok]: Choose thresholds to be stated ok in the report. The defaults are:
a. Warning — 50 (Treat soft warning events as Ok).
b. Critical - O (treat all critical events as critical).
c. Unknown— 100 (Treat all unknown events as Ok).

4. Assume Metric State: If there is no information about the host or metric in the current log
file, Centerity Monitor can assume status of the host/metric. Default value is “Current State”.

5. State Type: A problem is classified as a SOFT problem until the number of checks has reached
the configured max check attempts value (Default: 3). When max check attempts are reached,
the problem is reclassified as HARD and Centerity Monitor will send out a notification about
the problem. SOFT problems do not result in notifications.

Usage Su m m ary Report Select Report ~ Saved Reports

Usage Summary

Start Time: Wed May 17 00:21:34 2017 End Time: Wed May 24 00:21:34 2017

) 80.00%
Metric States: current_state Period: last7days

Business Service:

Daily View - Cisco CMS Graup

Total: 80.00 (%) Time Range: Start: Wed May 17 00:21:34 2017  End: Wed May 24 00:21:34 2017
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10.1.13 Utilization Report

Shows top 10 highest/lowest alerts producers.

Reports: Uﬁ”zaﬂon Select Report ~ Saved Reports

Select Metric Profile: -- Select Profile -- v Q| Tg
Utilization Repart Options

Period: Yesterday ~ Top: 5 -

Sorting Option: (@ Highest () Lowest Data Sources: No data sources selected

Select Report Type AR Generate Report Save Report

1. Select the metric template for the report.
2. Select if highest or lowest values, and how many hosts to display — 5, 10, 15, etc.
3. Select various settings for your report:

a. Select Data Sources: This depends on the report analyzers for the metric, if there isn't an
analyzer that fits this metric check, no data sources will appear, but you can still generate
the report.

b. Report Period: Choose from a set of predefined report periods or choose “CUSTOM
REPORT PERIOD” and specify Start and End date.

i. Start Date (Inclusive): Specify Start Date if “CUSTOM REPORT PERIOD” was selected
above.

ii. End Date (Inclusive): Specify End Date if “CUSTOM REPORT PERIOD” was selected
above.
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U 1_-| | izaﬁ 0 r] R e pO rt Select Report ~ Saved Reports

Utilization Top 5 Report Results:

Start Time: Wed May 17 00:00:00 2017 End Time: Wed May 24 00:00:00 2017 Period: Last 7 Days

Profile: WINDOWS [Memaory Page] Amount of Data Sources: 3 Amount of Hosts Found: 6

Top 5 WINDOWS [Memory Page] - [DS: total] - Start Time: 17/5/2017 - End Time: 24/5/2017

Host Name Resource Average Range [Min:Max] Group Usage +
Exchange_20113 - WINDOWS [Memory Page] 24.00 0.00 : 24.00 [ | 3158 %
Postgre50L - WINDOWS [Memaory Page] 16.00 0.00 : 16.00 [ | 21.05 %
Citrix_¥XenApp_6.5 - WINDOWS [Memory Page] 16.00 0.00 : 16.00 [ | 21.05 %
ad.centerity.com - WINDOWS [Memory Page] B.00 0.00 : 8.00 [ | 1053 %
Citrix_¥enDesktop_5.5 - WINDOWS [Memory Page| 6.00 0.00 : 6.00 1 T.89 %

Top 5 WINDOWS [Memory Page] - [D5: used] - Start Time: 17/5/2017 - End Time: 24/5/2017

Host Name Resource Average Range [Min:Max] Group Usage +
Exchange_2013 - WINDOWS [Memory Fage| 12,95 0.00 : 14.06 | 40.91 %
ad.centerity.com - WINDOWS [Memory Page] 6.75 0.00:6.84 [ | 2134 %
Citrix_XenApp_6.5 - WINDOWS [Memaory Page| 5.20 0.00:5.25 a 16.42 %
PostgreS0L - WINDOWS [Memaory Page] .59 0.00:6.43 a 11.35%
115_Server - WINDOWS [Memory Page) 1.58 0.00:232 | 4.99 %

10.2 Creating a New Report Template

1. Selectfromthe main menuMonitor=>» Reportsview, and select the desired report.
2. Fill the required parameters for the report.

3. Click the “Save report” Button at the bottom-right pan

Generate Report Save Report

4. A popup window will be opened at the center of the screen. Fill therequired parameters:
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a. Report-Name

o Name:

Description:

b. Description

Status: @ Enabled

Cancel || Ok
“ ” H .
5. All reports can be found under “Saved Reports” section:
Saved Reports Reports
Saved Reports Management
Search All Reports v

Name |+ | Description | * | Report Engine | * | Creation Date | * O status Edit
EinVered SLA 31 days EinVered SLA 31 days Usage_Summary Mon May 22 19:30:20 2017 & Enabled T
History-Windaws:servers: |- aoiorilp History Tue Dec 27 17:57:31 2016 & Eenabled ra

Last-3-Months

lloT-31Days lloT-31Days Usage_Summary Mon May 22 19:49:16 2017 (& Enabled
Inventory-All-Hosts Inventory-All-Hosts Inventory Tue Dec 27 17:58:19 2016 [J Disabled
Last31Days_Weekend_SLA Last31Days_Weekend_SLA_3 Hosts Availability Tue Dec 27 17:53:48 2016 (J pisabled
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Appendix A. Traffic Analyzer

Using the Traffic Dashboard

Using the Traffic Dashboard panel, you can view site flow traffic detailed information and graphs.
Configure your dashboard using preference tools. Preference tools are available for each type of
analytics you monitor, including.

e Senders

e Receivers

o Talkers

e Protocols

e Groups

e Traffic Categories

e Traffic Sources

e Source Countries

e Destination Countries
e Flows Over Time

Each preference tool is configurable to display analytics as a pie chart and table data, table data
only, or a bar chart only, as well as the number of top flows to display. Each user can configure
Traffic Dashboards for individual requirements, save configurations, and switch between
configurations to view flow information for different requirements at different times. Additionally,
adjust the time frame of flows displaying in all preference tools.
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The following image and table describe the Traffic Dashboard panel.

Traffic Analyzer
Traffic Dashboard Recent Active Flows  Alerts Reports
Gl
Traffic Dashboard stsblinies v ||| s worisasce >

E Protocols Talkers Traffic Categories

o%
¥4
e wr S78.IMB  66.34% ™
® vor 431.4 MB 32.57%
® cmp 14.5 Mo 1I%
®  0-0011.demsedge... = 192.168.2.94 708.5M8  57.76% @ HTTPS 1.268
3 199.203.127.250 = 212.143.195.12 170.9 M8 13.94% ©® Microsoft-0s 92.5 M8 7.03%
° 192.168.20100 = 212.143.195.12 10.1m8 11425 | @ Pesync HTTRS 13.9 M8
o  199.203.127.250 = 212.143.195.14 sAMB  256% ® e 6.6MB
! 192.168.20.105 = 192.168.20.16 87MB  2.34% ®  443/24511 (1CMP) s M8 0.38%
Senders ° 192.168.20.1 = 192.168.20.15 wamMB 231% ®  443/49439 (ICMP) 24m8 0.18%
® 192168.294 652.5MB  54.88% 192.168.20100 = 212.143.195.14 238 1.97% 53019/6600 (UDP) 2.2m8 0.16%
® 212.143.195.12 306.3 M8 24.63% 192.168.2.28 = 192.168.20.17 21.8 M8 1.78% Domain Name Server 1.5m8 0.12%
® 212.143.195.14 65.6 M8 5.27% 199.203.127.250 = 212.29.228.14 12.3 M8 1.41% IMAP over TLS protocol 1L4m8 0.11%
®  0-0011.dc-msedge.net 26.7 M8 2,14%
192.168.20.105 26.1 mMB 2.1% Traffic Categories Flows Over Time

# Item Description

Preference Tools list Add, remove, and configure preference tools for flow analytics,
including:

=« Senders

= Receivers

=« Talkers

= Protocols

= Groups

« Traffic Categories

« Traffic Sources

= Source Countries

= Destination Countries

= Flows Over Time

2 | Flows Time frame list Select the time frame of flows to display in all preference tools,
including:

=« Last 5 Minutes

« Last 10 Minutes

= Last 15 Minutes

=« Last Hour

= Last 2 Hours
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Description

Manage your Traffic Dashboard workspace configuration,
including:

= resetting your configuration to the basic view

= creating a new configuration

= using previous saved configurations

« deleting a configuration

4 | Workspace

Area displaying your preference tools, including flow
information and graphics.

This image and the following table describe a

preference tool.

# Item

Preference tool hame

LG E O

Traffic Categories Top 15~ View ™ o
65%
0%
6%
22%

® HTTPS 22 GB 64.69%
® Microsoft-DS 7.6 GB 22.3%
® HTTP 2GB 5.81%
®  443/41200 (ICMP) 1.7 GB 4.88%

PCsync HTTPS 262.5 MB 0.75%
@ Pando Media Public Distribution 101.5 MB 0.29%

self documenting Telnet Door 21.9 MB 0.23%

SSDP 73.8 MB 0.21%

Domain Name Server 66.9 MB 0.19%

Description

The name of this preference tool.

2 | Top flows list

The number of top flows to display, including:

= Top5
=« Top 10
= Top 15

3 | Move

Drag and drop the preference tool on your Traffic Dashboard.
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# Item Description
4

View list The flow information analytics view, including:
« Pie - pie chart and table

« Bar- bar chart, only

« Table - table, only

5 | = Remove the preference tool from the Traffic Dashboard.

6 | Flow Analytics The flow analytics information displayed in the format you
select in the View list.

7 | Detailed information A balloon appearing when you hover over a chart segment
containing details about that segment.

8 | Flow The table of flow information.

You can use IP addresses in preference tools as drill-downs to a Traffic Analyzer page
containing detailed information for flows to that IP address.

A.1.1 Viewing the Traffic Dashboard

To view the Traffic Dashboard

e In the Centerity Monitor menu, click Monitor and then, click TRAFFIC ANALYZER. The Traffic
Dashboard panel appears.

A.1.2 Modifying the Recent Active Flows Time Frame

To modify the recent active flows time frame

¢ Intherecent active flows list, select your
required time frame, either:

. Last 5 Minutes - Basic Workspace

= Last 5 Minutes

Last 5 Minutes
] LaSt 10 Minutes Last 13 Minutes
- Last 15 Minutes ) ) Last 30 Minutes

ffic Categories

Last Hour

» Last Hour
. Last 2 Hours

=« Last 2 Hours

Your Traffic Dashboard refreshes and the
preference tools for your Traffic Dashboard
configuration display flows for your required
time frame.
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A.1.3 Managing Preference Tools
You can add, modify, move, and remove Traffic Dashboard preference tools.

To add a preference tool to a Traffic Dashboard

wboard  Recent Active Flows  Alerts  Reports

1. On the Preference Tools list, select your
required Preference Tool's check box, either: Traffic Dashboard
x Senders D sens
x Receivers D
x  Talkers
x  Protocols

* Groups

0O O 0o g o

x  Traffic Categories

*  Traffic Sources

*  Source Countries

*  Destination Countries
* Flows Over Time

2. On the Top list, select the number of top flows to view, either:

= Top5
«= Top 10
« Top15

3.  On the View list, select the flow information display format, either:
» Pie - pie chart and table
= Bar- bar chart, only

=« Table - table, only
You must select from both the Top list and the View list.

4. Click m Your Traffic Dashboard refreshes and your preference tool appears.
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To modify a preference tool
1. Hover over your required preference tool. The preference options appear.
2.  Modify either of the following:

= On the Top list, select the number of top flows to view, either:

* Topb
* Top 10
* Top 15

» On the View list, select the flow information display format, either:

* Pie
x  Bar
+ Table

3. The preference tool refreshes.
To move a preference tool on your Traffic Dashboard
1. Hover over your required preference tool. The preference options appear.

2. Using , drag and drop the preference tool to its new position.

To remove a preference tool from your Traffic Dashboard

1. Hover over your required preference tool. The preference options appear.

2. Click * . The preference tool is removed.

A.1.4 Creating a New Traffic Dashboard

You can create a new Traffic Dashboard using your required recent active flows time frame and
any combination of preference tools.

To create a new Traffic Dashboard
1. Inthe workspace list, click New Workspace.

2. Inthe New Workspace window, in the Workspace Name text box, type your new Traffic
Analyzer dashboard workspace name.
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3. Configure your new Traffic Analyzer dashboard by doing the following:

« Set your recent active flows time frame - see the instructions in To modify the recent
active flows time frame

=« Addyour preference tools - see the instructions in To add a preference tool to a Traffic
Dashboard.

You can also modify, move, and remove your preference tools, see the instructions in:
= To modify a preference tool
= To move a preference tool on your Traffic Dashboard

= Toremove a preference tool from your Traffic Dashboard.

A.1.5 Switching Traffic Dashboards

You can switch between your saved Traffic Dashboard and view traffic analytics for various
requirements.

To switch Traffic Dashboard configurations

¢ Inthe workspace list, click the name of your required Traffic Dashboard configuration. The
Traffic Dashboard refreshes and the named Traffic Dashboard configuration appears.

A.1.6 Deleting a Traffic Dashboard

You can delete a Traffic Dashboard.

To delete a Traffic Dashboard

1. Inthe Traffic Dashboard list, click Delete Workspace.

2. Inthe Delete Workspace window, in the workspace name list, click your required workspace
name.

3. Click i . Your Traffic Analyzer dashboard workspace is deleted.
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Viewing Recent Active Flows

Using the Recent Active Flows panel, you can view total traffic for the recent active flows time

frame, view, filter, and sort flow analytics, and view a pie chart configurable by protocol, talkers,
and traffic for the top 5, 10, or 15 flows. Recent active flows are summarized by time and include
the following analytics:

Timestamp of the flow
Source country

Source IP address
Source port
Destination country
Destination IP address
Destination port
Protocol

Traffic category
NetFlow source

Total traffic for the flow

The following image and table describe the Recent Active Flows panel.

Traffic Analyzer

Traffic Dashboard  Recent ,‘\vxxvp»{}i.»v.-.w Alerts  Reports

Recent Active Flows pie view @

Last 5 Minu

Source Destination

Timestamp & Country. 1P Address Port Country 1P Address Port Protocol Traffic Category
05/24/2018 19:18:44 Israel 199.203.127.250 16547 United States  google-public-dns-... 53 cmp Domain Name Ser.
05/24/2018 19:18:44 1srael 199.203.127.250 45615 United States 67.217.69.254 443 uoP HTTPS
05/24/2018 19:18:44 Israel 199.203.127.250 49841 United States google-public-dns- s3 IcMP Domain Name Ser..
05/24/2018 19:18:44 United States google-public-dns 53 tsrael 199.203.127.250 49841 uopP Domain Name Ser
05/24/2018 19:18:44 Israel 199.203.127.250 49845 United States  google-public-dns- 53 cmp Domain Name Ser
05/24/2018 19:18:44 Israel 199.203.127.250 16308 United States  oms15529-in-f99.1... 443 uoP HTTPS
05/24/2018 19:18:44 192.168.8.95 14232 United States  google-public-dns- 0 icmp Unrecognized
05/24/2018 19:18:44 Israel 199.203,127.250 45385 United States 52.114.74.43 443 uoP HTTPS
05/24/2018 19:18:44 Israel 199.203.127.250 49843 Israel dns.netvision.net.il 53 1cmp Domain Name Ser
05/24/2018 19:18:44 United States  ams15s29-in-f99.1 443 Israel 199.203.127.250 16308 uoP HTTPS

Page 1 of 998 10rows v

Netflow Source

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

192.168.200.254

Total Traffic

1388

3568
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# Item Description
Time frame The time frame of the recent active flows displayed.
The time frame is set by your administrator.
2 pie view @ Displays a pie chart showing any of the following flows:

= Protocols
= Talkers
= Traffic

3 | Total Traffic

The total traffic on recent active flows in the time frame.

4 | v Filter the recent active flows for any combination of the
following fields:
= Timestamp
= Source Country
« Source IP address
= Source port
« Destination country
« Destination IP address
=« Destination port
=« Protocol
« Traffic category
=« Netflow Source
5|10 Stop auto refresh of the alerts information.
This can be useful to prevent flow analytics from updating
while you are examining them.
6 | Refresh Refresh the recent active flow data.

7 | Recent active flows

Workspace containing the recent active flows.

8 | Navigation bar

Use to navigate the recent active flow data, including:
= Previous - display previous page of recent active flows
« Page number - use to move to a page number
= Rows - use to modify the number of rows displayed
= Next - display the next page
This navigation bar also shows the total number of pages.
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This image and the following table describe the E E

Recent Active Flows pie chart.

Traffic v 15v x

[=]

@® HTTPS 818.7 MB 68.62%
® Microsoft-DS 343.3 MB 28.77%
® HTTP 18 MB 1.51%
® 53019/6600 (UDP) 3.7 MB 0.31%
PCsync HTTPS 1.9 MB 0.16%
® 49248/6600 (UDP) 1.5 MB 0.12%
443/26955 (ICMP) 1.4 MB 0.12%
Domain Name Server 1.3 M8 0.1%

# Item Description
Flows list The recent active flow to display as a pie chart, including:
« Protocols
« Talkers
« Traffic
2 | Top Flows Menu The top recent active flows to display, including
= 5-top5
« 10-top 10
= 15-top 15
Close Close the recent active flows pie chart.
4 | Pie chart A pie chart displaying the recent active flows for the flow and

top flows selected.

5 | Detailed information

A balloon appearing when you hover over a chart segment
containing details about that segment.

6 | Recent Active Flows

The recent active flows data for the flow and top flows selected.
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A.2.1 Viewing Recent Active Flows

To view the recent active flows

1. Inthe Centerity Monitor menu, click Monitor and then, click TRAFFIC ANALYZER. The Traffic
Dashboard panel appears.

2. Click the Recent Active Flows tab. The Recent Active Flows panel appears.
A.2.2 Managing Your Recent Active Flows View

To manage your recent active flows view

o Inthe Recent Active Flows panel, you can do any of the options described in the following

table.
Option Description
Sort Click a column title.
T Click 7 andin yourrequired column filter, choose your required value.
You can add more than one value for a filter.
Q Click to stop auto refresh to prevent the recent active flows from updating
while you view them.
= Click to refresh the recent active flows now (do not wait for the next recent
active flows update).
Drill-down In the Recent Active Flows workspace, in your required row, click any of the
following specific row values:
« source IP address
= destination IPaddress
= NetFlow IP address
A detailed flows page for that IP address appears.

You can also use the navigation bar to view other pages and modify the number of rows
displayed on a page.
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Viewing Alerts

Using the Alerts panel, you can view the alerts your organization defines for your contact group.
Alerts are grouped by time frame, alert name, and severity. You can drill down into an alert group
for details.

The following image and table describe the Alert panel.

Alerts
CIGIE]
oy TTols
\nmesump v Alert Hits Range Severity
» 05/24/2018 19:20:02 group ‘almost al 9992 ®ox
»  05/24/2018 19:20:02 1.60000 9988
» 05/24/2018 19:15:02 1-60000 9826 Warning
» 5/24/2018 19:15:02 group ‘almost al 19:15:01 - 19:1 ® ox
» 05/24/2018 19:10:03 group ‘almost al 10307 19:10:02 - 19:05:02 ®ox
» 05/24/2018 19:10:03 8888 4028 19:10:02 - 19:05:02 Warning
» 05/24/2018 19:05:02 group ‘almost al 12725 19:05:01 - 19:00:03 ® ok
# Item Description
Time frame The time frame of the alerts displayed.
2 | T Filter the alerts table data for any of the following fields:
= Timestamp
« Alert name
= Severity
3|0 Stop auto refresh of the alerts information.
This can be useful to prevent alerts from updating while you
are examining them.
4 | & Refresh the alerts information now.
5 | Alerts The alert information containing summarized alert details.
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# Item Description

> Expand the summarized alert and view the detailed alert
information row.

7 | Navigation bar Use to navigate the recent active flow data, including:
= Previous - display previous page of recent active flows
« Page number - use to move to a page number
= Rows - use to modify the number of rows displayed
= Next - display the next page
This navigation bar also shows the total number of pages.

A.3.1 Viewing Alerts
To view alerts

1. Inthe Centerity Monitor menu, click Monitor and then, click TRAFFIC ANALYZER. The Traffic
Dashboard panel appears.

2. Click the Alerts tab. The Alerts panel appears.

A.3.2 Managing Your Alerts View
To manage your alerts view

e Inthe Alerts panel, you can do any of the options described in the following table.

Option Description

Sort Click a column title.

T Click ¥ andinyourrequired column filter, choose your required value.

You can add more than one value for a filter.

(1] Stop auto refresh to prevent the alerts from updating while you view them.
= Refresh the alerts now (do not wait for the next recent active flows update).
Drill-down Expand an alert row to view the individual alerts.

You can also use the navigation bar to view other pages and modify the number of rows
displayed on a page.
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A.4 Generating Reports

Using the Reports panel, you can generate and reuse saved analytics reports, including a summary
report and search report. Use report filters, include graphics, save report settings for reuse, and
export reports to PDF and Excel spreadsheet file from your reports.

Traffic Analyzer

This image and the following table describe the
Reports panel.

Traffic Dashboard Recent Active Flows Alerts Reports

Reports

Gl Gl

Summary Report 2] Search Report o Saved Reports o
# Item Description
1 | Summary Report A report summarizing the total traffic over the time frame you

specify, for the filters you select, and grouped by your selected
object(s). Also include table data or a graph for aggregate fields.
Aggregate fields are flow fields, including:

= Senders

= Receivers
= Talkers

= Protocols
= Groups

= Traffic Categories

« Traffic Sources

= Source Countries

= Destination Countries

= Flows Over Time
For example, report total traffic for each protocol coming in and
out for a specific port today, and include a bar chart of protocols
as an aggregate field.

2 | Search Report A detailed report of all traffic over the time frame you specify,
for the filters you select. For example, all traffic from a specific
IP address to a specific IP address through a specific port today.

3 | Saved Reports Summary and detailed reports settings you name and save for
reuse.
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To view Reports

1. Inthe Centerity Monitor menu, click Monitor and then, click TRAFFIC ANALYZER. The Traffic
Dashboard panel appears.

2. Click the Reports tab. The Reports panel appears.
A.4.1 Summary Report
The following image and table describe the Summary Reports panel.

oReports
——
.

# Item Description
(¢ Return to the Reports page.
2 | Time Frame The to/from date and time of flows to include in your summary
report. The time frame includes:
= Last 30 Minutes
=« Last Hour
« Today
= Yesterday
= Last 7 Days
= Last 30 Days
« This Month
= acustom time frame you select
3 | Filters The flows fields and the values you specify to include in your
report.

Centerity | www.centerity.com


http://www.centerity.com/

Cenlerity

Appendix A. Traffic Analyzer Page 76

# Item Description
4

Show/hide aggregation | Show/hide the aggregate fields pane.

fields
5 |Aggregation field check Select an aggregation field to include in your report, including:
box « Senders
= Receivers
« Talkers
« Protocols
= Groups

« Traffic Categories

=« Traffic Sources

= Source Countries

= Destination Countries
=« Flows Over Time

6 ¢ m B Use to select the type of aggregation field chart to include in
your summary report, including:

=« Pie chart

« Bar chart

« Table

7 | Save Report Preferences | Use to save your summary report settings for reuse.

8 Generate Report Use to create your summary report.

To generate a summary report
1. Inthe Preference Tools area, in Time Frame, choose your required time frame.

2. IntheFilters area, select any of the following filters, its Src (source to include in the report),
Dst (destination to include in the report), and select the OR check box to include filters
matching either the source or destination (the default is "AND" to include both):

= |IP Address
= Port
= Country

You can add more than one IP address, Port, or Country by clicking additional list items.
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3. In each of the following lists, select your required filters.
= Protocols
« Traffic categories
= Groups
« Traffic Sources

4. In Bytes, select the In (incoming) and/or Out (outgoing) check boxes and in More than type
the minimum number of bytes incoming and/or outgoing to report.

5. If yourequire aggregate fields added to your report, do the following:

a. Click * showAggregation Ficlds  The aggregate fields pane expands.

b. Foreach aggregate field you require, select either ~pieview @ (Pie Chart), Ll (Bar
Chart), or &5 (Table).

6. Click . Your summary report appears.

To save and reuse your report

1. Click | save report preferences |- The Save Report Preferences window appears.

2. In Report Name, type your report name, and then click Save. Your saved report is now
available in Saved Reports.

To export your report

o Click "5 -aPDFfile containing your report is downloaded.

e Click - an Excel file containing your report is downloaded.
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A.4.2 Search Report

The following image and table describe the Search Report panel.

olReports
earch Report
Time Frame* 05/26/2018 12:50:04 - 05/27/2018 12:50:04 ﬁ
nll’a‘h’rﬁn‘n E Sre: lm] Dst:
nl’ml’ Sre: Iml Dst:
olmwlry Sre: v lmJ Dst:
Traffic Categaries
Traffic Sources
Bytes O m O out Mare than: MB
# Item Description
(4 Return to the Reports page.
2 | Time Frame The to/from date and time of flows to include in your report.
The time frame includes:
« Last 30 Minutes
= Last Hour
« Today
= Yesterday
= Last 7 Days
« Last 30 Days
=« This Month
« acustom time frame you select.
Filters Specify the flows to include in your summary report.
4 | Save Report Preferences | Save your summary report settings for reuse.
5 Generate Report Create your summary report.

To generate a search report
1. InTraffic Analyzer, click the Reports tab. The Report panel appears.
2. Click Search Report. The Search Report panel appears.

3. Inthe Preference Tools area, in Time Frame, choose your required time frame.
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In the Filters area, select any combination of the following filters:

IP Address - in Src and/or Dst, type your source and/or destination, respectively. Select
the OR check box to include filters matching either. You can use a comma separated list
of IP addresses and ranges.

Port - in Src and/or Dst, type your source and/or destination, respectively. Select the
OR check box to include filters matching either. You can use a comma separated list of
ports and ranges.

Country - in the Src list and/or and Dst list, choose your source and/or destination,
respectively. Select the OR check box to include filters matching either. You can add more
than one country.

Protocols - in the Protocols list, choose your required protocols.

Traffic categories - in the Traffic categories list, choose your required traffic categories.
Groups - in the Groups list, choose your required analytics groups.

Traffic Sources - in the Groups list, choose your required source devices.

Bytes - select the In (incoming) and/or Out (outgoing) check boxes and in More than:
type the minimum number of bytes incoming and/or outgoing to report.

Click . Your summary report appears.

To save and reuse your report

1.

2.

Click | save report preferences | The Save Report Preferences window appears.

In Report Name, type your report name, and then click Save. Your saved report is now
available in Saved Reports.

To export your report

Click '35 -a PDFfile containing your report is downloaded.

Click - an Excel file containing your report is downloaded.
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A.4.3 Saved Reports
Using saved reports, you can do any of the following:
« generate a report using saved report filters
o edit saved report filters
o create a new saved report from edited filters

o delete a saved report

To generate a report using saved report filters, edit saved report filters, or create a new saved
report from edited filters

1. InTraffic Analyzer, click the Reports tab. The Report panel appears.
2. Click Saved Reports.
3. Inthe saved report list, in your required saved report row, either:

= Click your required saved report name.
] Click E{‘

The report filters page appears.
4. If required, edit any combination of the filters.

5. Do any of the following:

= Generate your saved report - Click .

To export your report

o Click "5 -aPDFfile containing your report is downloaded.

e Click - an Excel file containing your report is downloaded.

» Update your saved report's filter - Click | uvpdate report preferences
» Create a new saved report - Click | save report preferences

To delete a saved reports(s)

1. Inthe saved report list, select the check box(es) of the saved reports to delete.

2. Click U

3. Click . Your saved reports are deleted.
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